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The IPERMS is the Army's authorized personnel records repository for the Army Military Human
Resource Record (AMHRR). The OMPF is the Army's System of Records protected by the Privacy
Act of 1974 (Title 5 U. S. Code 552a) as amended. The Privacy Act protects the privacy of
individuals from unwarranted intrusion.

You have been granted access to the OMPF as an Authorized Official to assist you in the
performance of your official duties. Official need to know and the performance of your
official duties are the only reasons you have access to iPERMS. You have been authorized to
use the Personally Identifiable Information (PIl) and other information in the OMPF only in the
performance of your official duties.

You are responsible and accountable for your actions in IPERMS. You are not authorized to allow
another individual to view IPERMS using your login information. Unauthorized disclosure of PII
or viewing an individual's AMHRR for other than official purposes are violations of the
Privacy Act that will subject you to Civil and Criminal penalties. All of your activities in
IPERMS are logged automatically by iPERMS and may be made available to management
upon an official request to report your iPERMS usage.

Personally Identifiable Information and other information residing in the AMHRR and iPERMS
must be treated as "For Official Use Only".

The full "Privacy Act of 1974 as amended" is available at the following link for your reference:
http://www.dod.mil/pubs/foi/privacy/ (PDF|site)

Your clicking on the "l Accept” button signifies your understanding of the Privacy Act of
1974 as amended and your responsibility to safeguard personal information, to properly
dispose of any physical copies obtained from iPERMS Online, and to prevent unauthorized
use, access, disclosure, alteration, or destruction of records in iPERMS.
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You must submit a DD Form 2875, System authorization
Access Request (SAAR), to access IPERMS

For a Blank DD Form 2875:
http://www.dtic.mil/whs/directives/infomgt/forms/eforms/dd2875.pdf

POINT OF CONTACTS:

ACTIVE ARMY AND ARMY RESERVE:
usarmy.knox.hrc.mbx.iperms-accounts@mail.mil

ARMY NATIONAL GUARD:
ngb_perms@ng.army.mil
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MPOC Statement Required
on the DD 2875

Active Army Required Statement:

| have reviewed the iPERMS application. | recommend access to the following
UIC(s):

MPOC EMAIL:

Army Reserve Required Statement:

| have reviewed the iPERMS application. | recommend access to the following
Command Rule:

MPOC EMAIL:

** The UIC/Command Rule MUST be listed**
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Additional Notes:

The User’s AKO ID MUST be on the DD 2875 listed in
the USER ID field

The Supervisor approving the DD 2875 MUST be a
SSG/GS-09 or above

The Requestor’s assigned UIC(s) MUST be listed in
Block 27
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National Guard Access:

NGB IPERMS Access Control
ARNG-HRP-P

111 S. George Mason Drive
Arlington, VA 22202

ngb_perms@ng.army.mil
/703-607-9110
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Pl training:
http://iase.disa.mil/eta (Annually)

|A Training:
https://ia.signal.army.mil (Annually)

IPERMS Training:
https://ipermstraining.carson.army.mil/wbt
(One time only training)

DO NOT send the Certificates with the DD 2875.
MPOCs must receive the Certificates and verify the dates of training
listed in Block 27 on the DD 2875
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OERs, NCOERs, and AERs (minus those for ARNG NCOs),

DO NOT upload OERs, NCOERSs, and AERs (minus those for ARNG NCOs)
into IPERMS, they must be submitted to HRC via AKO Forms.

Non Deployed Units with non digitally signed forms must mail evals to:
CDR, USA HRC, ATTN: AHRC-PDV-ER, 1600 Spearhead Division Ave,
Dept# 470, Ft Knox, KY 40122.

Deployed Units ONLY send to:
usarmy.knox.hrc.mbx.tagd-eval-from-deployed @mail.mil

To correct OERs, NCOERSs, or AERs contact:
usarmy.knox.hrc.mbx.tagd-eval-policy@mail.mil
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Department of the Army (DA) Photo Access

Access to DA Photos is restricted to the DA Selection
Board and select individual Career Managers within
the Human Resource Command (HRC) or similar
positions.
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Evaluation Access

Access to Official Military Personnel File (OMPF) is
limited to designated personnel

Access to the actual evaluation documents is restricted
to the individual Soldier and those persons at HQDA
who need and use them as part of HQDA level
decisions and HQDA level selections

IWRS reflects administrative information on OERs for

all officers, regardless of component, and NCOERs, on
RA and USAR NCOs
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IPERMS Support/Board Support
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For additions, deletions or corrections to the OMPF contact:

IPERMS Board Support (within 30 days of the Board)
usarmy.knox.hrc.mbx.iperms-board-support@mail.mil

502-613-8995 (DSN 983-8995)

IPERMS Support (Non Board Inquires)
usarmy.knox.hrc.mbx.perms-records@mail.mil

502-613-9990 (DSN 983-9990)

Last updated: 4/19/2012 FOR OFFICIAL USE ONLY -



e / ——
— MAINTAINING IPERMS ACCESS

COMPLETE SSN must be on the document, not just the last 4

IPERMS access is valid for 365 days. An email notification will be sent 30 days prior to
access expiring.

A new DD 2875 must be completed annually, when there is a change in official duties and
when a user has a permanent change of station.

Email iPERMS Access request to:
usarmy.knox.hrc.mbx.iperms-accounts@mail.mil

Inactivity in IPERMS for 90 days will result in an automatic revocation of access, other than
the Soldier’s view of their own record. Users MUST access iPERMS via the iPERMS Home
Page at URL: https://iperms.hrc.army.mil at least once every 90 days. iPerms does not
recognize accessing OMPF in iPerms through a remote portal, such as the Soldier
Management System (SMS) as logging into iPERMS. Once access is revoked, the user must
reapply for access to iPERMS.
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Army Soldier Record Branch (ASRB)

IPERMS Access Team
usarmy.knox.hrc.mbx.iperms-accounts@mail.mil

Team Phone: 502-613-9109 (DSN 983-9109)
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