	Acceptable Use Policy
REMOTE ACCESS (RA)
U.S. Army Human Resources Command-St. Louis(HRC-STL) Network/Automated InformationSystems (AISs)
(For use of this form see AR 25-2)

	This document, herein referred to as "the Policy," provides guidelines for the use of HRC-STL network and AISs located at or operated by HRC-STL.  These are minimum guidelines for use and do not exempt users from further restrictions that may be imposed by this Command.  The scope of this document includes HRC‑STL network/systems, computers, portable electronic devices, and services.  The purpose of the below guidelines is to ensure that all users operate HRC-STL network/systems in an effective, efficient, ethical, and lawful manner.  It is the intent of HRC-STL to provide the user access to its system by issuing an account and password (or other authentication device).  By accepting these means to access an HRC‑STL network/systems, the user agrees to abide by the rules of behavior stated in this policy that are meant to ensure that the network/systems accessed is for official use only and authorized purposes; as set forth in applicable laws, regulations and guidance, or as further limited by this policy.  Unauthorized use of an HRC-STL network/systems is a violation of the Uniform Code of Military Justice, Army regulations or policy, or DOD directive.  Penalties include loss of use or limitations on use of equipment or services, disciplinary or adverse actions, criminal penalties, and employees being held financially liable for the cost of unauthorized use.  Information regarding authorized and unauthorized use is contained in Army Regulation 25-2, Information Assurance, 14 November 2003.  The "user" is the employee requesting an account in order to perform work in support of the U.S. Army or a project authorized for the HRC-STL and includes civilian, military, and contract employees.   All users must meet the requisite favorable security investigations, clearances, authorization, need-to-know, and security responsibilities before granting access to the Information System (IS).

	As a user of the HRC-STL network/systems, I acknowledge my responsibility to conform to the following requirements and conditions in order to ensure information system security is maintained for the system accessed.  

1.  I understand that failure to sign and abide by this policy could result in denial of access to HRC-STL network/systems.

2.  I understand any IS being used for remote access will employ host-based security and AntiVirus (AV) software.
3.  I  wil read and sign Acceptable User Policy agreement for remote access annually as a condition for continued access.

4.  In using the HRC-STL network/systems, I agree to:  

a.  Not place any classified data or information on the network or computers.


b.  Not conduct or perpetuate an illegal act on network/systems, nor any activity that can discredit, inhibit, impair, or disrupt the authorized users of network/AISs.  


c.  Immediately report to my Information Assurance (IA) Representative any known or suspected intrusions or violations of the security policies.


d.  Contact my Assistant Information Assurance Security Officer (AIASO) prior to departing or after changing organizations to ensure appropriate modification of network permissions.


e.  Not, at any time, leave a modem or any data transmission device connected to a telephone line unattended.


f.  Log-off the HRC-STL network whenever out of visual range of the computer. 


g.  Protect RA ISs and data consistent with the level of information retrieved during the session.

h.  Disable any remote device password save-functions incorporated within software or applications.
5.  I understand that I am accountable for actions performed with my user identification (ID) and password and that sharing this unique user information is prohibited.  I will not attempt to gain unauthorized access ("hack") into the HRC-STL network or any network or computer or attempt surreptitious access to data for which I am not specifically authorized.  I will not use my user ID and password to permit any other individual to access the HRC-STL network, AISs, or my computer. 

6.  I acknowledge my responsibility to use the HRC-STL network/systems for authorized or official government business ONLY and that I must use them in accordance with the provisions of the U.S. Army policy on the use of Government resources and communications systems.  When in doubt, I will contact my supervisor for guidance.

7.  I acknowledge that I will not use my access to local or remote systems to update my own record or utilize an AIS for profit, gain, favor, or illegal activities.

8.  I acknowledge my responsibility to ensure that restricted information is not publicly disclosed and to report suspected security policy violations to my Information Assurance Office (IAO).
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	9. I understand that when using HRC-STL network/systems, I do not have an expectation of privacy for any data I process, store, or transmit.  I further understand that all HRC-STL telecommunications and AISs are subject to monitoring for the purpose of ensuring proper functioning, to detect and protect against improper, unauthorized, or illegal use or access, to verify the presence or performance of applicable security features or procedures, and for like purposes.  Such monitoring may be done by System Administrators, system security officers, or law enforcement personnel, and may result in the acquisition, recording, and analysis of all data being communicated, transmitted, processed, or stored in this system by a user.  If monitoring reveals possible evidence of criminal activity, such evidence may be transferred to or collected by law enforcement personnel.  I understand that my use of the system, authorized or unauthorized, constitutes my consent to such monitoring, whether such monitoring was initiated or requested by System Administrators, system security officers, or law enforcement personnel.  I also understand that my use of the system, authorized or unauthorized, constitutes my consent to any resulting acquisition, recording, analysis, transfer, or collection of data or evidence, whether such acquisition, recording, analysis, transfer, or collection of data or evidence was initiated or requested by System Administrators, system security officers, or law enforcement personnel.

10.  I understand the information below may be used to identify me and may be disclosed to law enforcement authorities for investigating or prosecuting violations.  Disclosure of this information is voluntary; however, failure to disclose information could result in denial of access to HRC-STL’s network/ systems.

11.  I have read the above requirements regarding use of HRC-STL’s access network/systems.  I understand my responsibilities regarding these systems and the information contained in them.  I will abide by this Acceptable Use Policy for U.S. Army Human Resources Command-St. Louis (HRC-STL) Network and AISs.

	PRIVACY ACT STATEMENT
AUTHORITY:  5 U.S.C. 301, Departmental Regulations; 10 U.S.C. 3013, Secretary of the Army; Department of Defense Directive 8500.1, Information Assurance (IA); AR 380-19, Information Systems Security and E.O. 9397 (SSN)
PRINCIPAL PURPOSE(S):  This information will be used to verify the identity of eligible users and control access to DoD data information residing in automated media.

ROUTINE USE:  None.  The “Blanket Routine Uses” set forth at the beginning of the Army’s compilation of systems of records notices

DISCLOSURE:  Voluntary.  However, failure to provide the requested information will result in access denial to the appropriate media.

	Name of Local Information Assurance Security Officer (IASO)

     
	IASO Phone No.
     

	Name of Assistant Information Assurance Security Officer (AIASO) located at AHRC-STL
     
	AIASO Phone No.

     

	User’s Name  (last, first, middle)

       

	User’s AKO email

      

	SSN  
     
	User Phone

     
	MACOM/Command

     
  
	MACOM/Cmd’s Phone No.       

	User’s Signature
	Date

  2008-01-31 FORMTEXT 

2005-04-05


	CHECK ONE                              FORMCHECKBOX 
 MILITARY                            FORMCHECKBOX 
 CIVILIAN                              FORMCHECKBOX 
 CONTRACTOR

	SECURITY VERIFICATION

	Clearance level:

     
	Clearance Date Granted

     
	By:  (Issuing Agency)
     

	Type of Investigation:

     
	Investigation Date Completed

     
	Security Manager: (print name/signature)
     

	For Internal Use Only
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