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INTRODUCTION 

 

• The Web Upload function is used to transmit electronic images of 
OMPF documents from a remote location to the Indexing Data 
Center at Ft Knox, KY where it is indexed into the Soldier’s OMPF 
in iPERMS.   

• The digital transfer uses your Web Browser’s Encryption 
capabilities to safely transmit the electronic documents. 
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ACCREDITED 

COLLEGES/UNIVERSITIES 
To view a completed list of ACCREDITED College/Universities, go to  
http://www.chea.org.  
 
       - Click Database & Directories 
       - Click Database of Institutions 
       - Click I Agree 
       - Enter the College/University on the  
       - If Accredited, the school’s accreditation information will display 
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                                                           EVALUATIONS    

DO NOT WEB UPLOAD OERs, NCOERs, or 1059s  
  

• All Evaluation Reports must be submitted to HRC via AKO Forms, which requires digital 
signatures and a recent version of the form. 

 
• HRC encourages deployed units and rating officials to use and submit in AKO Forms but 

allows deployed units to submit evaluations by email to:   
       usarmy.knox.hrc.mbx.tagd-eval-from-deployed@mail.mil 

 
• Sending evaluations by email is ONLY for deployed units or rating officials and should 

only be used if AKO Forms is not available.  
 

• Non Deployed Units with non digitally signed forms must mail evaluations to: 
      CDR, USA HRC, ATTN: AHRC-PDV-ER, 1600 Spearhead Division Ave, Dept# 

470, Ft Knox, KY  40122.  
 

• DA FORM 1059 can be distributed electronically to HQDA/HRC using ATRRS.  
Otherwise, hard copies will be mailed to: CDR, USA HRC, ATTN: AHRC-PDV-ER, 1600 
Spearhead Division Ave, Dept# 470, Ft Knox, KY  40122.   
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ADVERSE ACTION 
 

• Do NOT upload documents for any adverse action. 
• Send by email if 100 pages or less to: 
     usarmy.knox.hrc.mbx.perms-records@mail.mil 
     If larger send to: 
             U.S. Army Human Resource Command 
             AHRC-PDR-R, Department #420 
             1600 Spearhead Division Avenue 
              Ft Knox, KY 40122-5420 
• If you have questions, call 502-613-9990 (DSN 983-9900) 
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iPERMS TRANSMITTAL LETTER 
 

  Date:________ Unit:_________Location:__________ 

  Number Pages:____ (Including This Document) 

  Sender Name:________ Sender Phone #:__________  

  Sender AKO E-mail Address:_____________________ 
 

One Transmittal Letter per batch 

The Transmittal Letter will ALWAYS be the 1st Image/Page of the batch 
 
Last updated: 4/10/2012 
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Write the entire SSN at the top right of EVERY 
DOCUMENT, large enough that it can be read it legibly. 

   123-45-6789 

PVT Snuffy, Joe 

PVT Snuffy’s 

HRC-PDR-R/ASRB Management Team/Website Content/Documents to be linked/Web Upload Training 8 Mar 12.pptx 

PVT Snuffy, Joe 

Last updated: 4/10/2012 
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TRAINING OBJECTIVES 
 TASK 1              Privacy Act and UCMJ 
 CONDITION      Given directives to Privacy Act & UCMJ 
 STANDARD       Directives pertaining to Document security and/or release of                  
                            information is necessary and must be in compliance with the  
                            Privacy Act of 1974 and UCMJ. 

 
 TASK 2              Select authorized documents for filing in the Soldiers OMPF 
 CONDITION      Given documents relating to a particular Soldier 
 STANDARD       Using Table 2-1, AR 600-8-104 or Doc Matrix, if needed, determine     
                            which documents are filed in the OMPF 
 
     TASK 3             Create and forward scan file in .TIFF format for indexing 
     CONDITION     Given prepared authorized documents for filing in  Soldiers OMPF 
     STANDARD      Create a scan file (.TIFF) for indexing 
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TRAINING OBJECTIVE  cont’d 
 
 
TASK 4         Check Rescan Que  
CONDITION    Given access to Rescan que, check for rejected batches 
STANDARD     Fix rejected batches and resend prior to creating a new batch 
 
TASK 5          Batch Originator Report 
CONDITION     Given access to Batch Originator Report, check for batch status 
STANDARD      Know status of sent batches 
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TASK 1 
 

Privacy Act  
 

    Directives pertaining to Document security and/or 
release of information is necessary and must be in 
compliance with the Privacy Act of 1974 and UCMJ. 

    The Privacy Act protects the privacy of individuals from 
unwarranted intrusion.  

 
          http://www.justice.gov/opcl/privstat.htm 
 http://usmilitary.about.com/od/punitivearticles/a/mcm.htm 
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The iPERMS is the Army's authorized personnel records repository for the Army Military Human 
Resource Record (AMHRR). The OMPF is the Army's System of Records protected by the Privacy 
Act of 1974 (Title 5 U. S. Code 552a) as amended. The Privacy Act protects the privacy of 
individuals from unwarranted intrusion. 
You have been granted access to the OMPF as an Authorized Official to assist you in the 
performance of your official duties. Official need to know and the performance of your 
official duties are the only reasons you have access to iPERMS. You have been authorized to 
use the Personally Identifiable Information (PII) and other information in the OMPF only in the 
performance of your official duties. 
You are responsible and accountable for your actions in iPERMS. You are not authorized to allow 
another individual to view iPERMS using your login information. Unauthorized disclosure of PII or 
viewing an individual's OMPF for other than official purposes are violations of the Privacy Act that 
will subject you to Civil and Criminal penalties. All of your activities in iPERMS are logged 
automatically by iPERMS and may be made available to management upon an official 
request to report your iPERMS usage. 
Personally Identifiable Information and other information residing in the OMPF and iPERMS must 
be treated as "For Official Use Only". 
The full "Privacy Act of 1974 as amended" is available at the following link for your reference: 
http://www.dod.mil/pubs/foi/privacy/ (PDF|site) 
Your clicking on the "I Accept" button signifies your understanding of the Privacy Act of 
1974 as amended and your responsibility to safeguard personal information, to properly 
dispose of any physical copies obtained from iPERMS Online, and to prevent unauthorized 
use, access, disclosure, alteration, or destruction of records in iPERMS. 

Last updated: 4/10/2012 
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TASK 2 
 

Select authorized documents for filing in Soldiers OMPF 
 
 
 
 

Document Matrix 
and 

   AR 600-8-104, Table 2-1 
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    Must be:  
• Tagged Image File Format (TIFF)  

– - multi-page or single-page Tiffs are acceptable 

•  Black and White – Bitonal Images 

•  300 Dots Per Inch (DPI) Resolution 
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TASK 3 
 

       Create and forward scan file in .TIFF format for indexing 
 
 

ACCESSING iPERMS 
You must have an AKO account to access iPERMS. 

 
Steps to login: 

 
Enter the iPERMS web address: 

https://iperms.hrc.army.mil 
 
 

Last updated: 4/10/2012 
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Click I Accept 
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Click CAC Logon 
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                          FOR THE SOLDIER: 
If you would like to receive email notification when you 
a batch is submitted or if a document is added or deleted 
from your record, click on E-Mail Preferences and indicate 
your preferences. 
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Select Yes or No then click save button 
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Click Scan Operator AA or AV  
(AA  for Active Duty Regular Army or AV for Army Reserve) 

  
NOTE: Do not click Kofax Scanner Operation 
 
 
 
 
Authorized official has read only access to records 
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 1.Create a New Batch 

2.Batch 
Originator 

Report 

3. Rescan 
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Click 
on top 
icon.. 

Create 
a New 
Batch 
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Select Upload Batch 
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Click on “Browse”  to select 
an image. 

You can select up to 12 multi-image 
“.TIF” files to add to your batch.   
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Image 1 will 
ALWAYS be 

your 
Transmittal 

Letter 
 

Find your image 
file (single or 

multipage TIFF) 
and click Open 
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After you have selected 
the image files click on 

“Add Now” 
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ERROR uploading an incompatible Image. You will 

need to check your Image source or scan software for 
the TIFF image settings. 
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Use this button to rotate 
documents 
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Container: Place UIC/Unit. At HRC place HRC-your extension 
Priority: Normal 
Name: Do not alter current information 
Comment: BOARD, Sep Packet, Enlistment Packet 
Reject: Do not alter current information 

WJOEAA/1st CAV 

BOARD Docs…etc 
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Click on drop down arrow, next 
to Action:...Select action.. 
Select Save Work 
Click on curve arrow 

javascript:parent.do_action();
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Refer to this Batch ID 
when making inquiries 

about a document. 
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Soldier SSN: Place the SSN of the Soldier 
Click on magnifying glass will add Soldier Name 
Soldier Name: Do not type a name here, should auto-populate 
from above. 
Document Name: Only type in Document name if at bottom of 
page…DD 214, DA 4187, DA 87 
If you click on the magnifying glass it will pull up the complete 
Document Matrix. 

123-45-6789 

DD 214 
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DD 214 
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Effective Date: Leave blank 
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Last 
updated: 

04/10/2012 
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Need a break, going to lunch, 
meeting or just stressed and 
leaving for the day Click on 
Hold for Further Review 

You can reopen the batch by 
going to the Rescan Queue 
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Click on drop down arrow, next to 
Action:...Select action.. 

Select Queue to 
Index/Validation 
Click on curve arrow 

javascript:parent.do_action();
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Select “OK” and the 
batch is complete. 
Until then, you can 

make changes to the 
batch. 
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TASK 4 

CHECK RESCAN QUE 
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If a “Show 
all” box 
appears 
between 

Hotkeys and 
the exit box, 

Click on 
“Show all” 
to see all 

batches in 
the Rescan 

que.  
Otherwise 

you will only 
see a partial 

listing. 
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1)  First click on the 
magnifying glass icon.  

2)  To search, type in your AKO user 
name in the pop up box and then 

select ok. JOE.SNUFFY 
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A screen will appear showing all 
batches returned containing rejected 

documents.  This list should only 
contain batches that were scanned 

using your user id name or unit. 
 

Make a selection from 
the list.  Open the 

batch by clicking the 
override button. 
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The batch will open showing the rejected document(s) and reject 
reason(s).  View the document and look at the reject reason code.  
Correct the document and rescan.  For example, if the reject is an 

illegible document as in this example, make a better copy and rescan.        

 
Delete document(s) or batch prior to rescanning.   
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Rejection Code Chart 

CODE REJECT REASON     EXPLANATION PROCEDURE 

I Incomplete Missing pages Rescan complete 
document 

J Unauthorized Document Document that are not 
authorized to be put on the 
IPERMS system 

DELETE-DO NOT 
RESCAN 

K Document needs 
splitting 

Multi-pages joined together Rescan  

V Duplicate Page Duplicate page in batch DELETE- DO NOT 
RESCAN 

X Illegible Image Poor image Rescan  

Y See Batch Comment Special Instructions 
example: Batch to Big 

Rescan in batch 
sized of 100 Images. 

Z Corrupt Image The image will not display Rescan 
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TASK 5 
Batch Originator Report 

 
 

How to access 
 

What data the report will show 
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Left click 
once on the 

batch 
originator 

report icon. 
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Select Batch Originator Report 
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Click once on Run Report 
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ASRB iPERMS Access Team 

usarmy.knox.hrc.mbx.iperms-accounts@mail.mil 
 

Team Phone 
502-613-9109 (DSN) 983-9109 
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